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to onothtr asenoy. _ _ 

. Customs does have a larger fev have 

AssociatioB in Boca ^^*il?V,.^®*?tt*pcounterinteIliffence-export con- 
said Uu. Bureau's responsthd lfare ■ » g-* “'SS” .."g^ been redocyi 

S'^SdU^Ya^r^ 

^t^Sl^'ftTuKriared to 1976, Ih. FBI today has 
about 10 pcr«nt fewer agen^ inflation,” Webster ^d, 

our Sat S^So cEercial 

SSTaSS ^?00 wh^^^ 

KarJ3 rM *“'■ •' 

ejS^^eir elort. “is incoming .ncre.s.ngly dllBcolt. 

TOi.x>KoriMOimATiOBAorcatjBiaTO«i»iBioanETO<aEU£rAaiManT 

Presiding over the ^tagon’smasi^on^affii^wlom^^^ from 

2. Xin threrngh 

legal means American in the Department 

%«« nftAV Director for Information Security in me xach * 

surrogates and the Freedom of Infomatmn 

military documents not ^dily 5,rPentaim has be- 

b the UJ5. The FBI made a similar estimate, Van Cook saia, as n 

problems confronting the DepartmenL 
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AgsArtmg that the Defense Department oonmstently has supported ; 
t the 30*year trend toward more “oTOnness in government,” Van_ C^pk 

sud Pentagon toUct is to inform uie public fuUyabout the ^^activities 
and operatmg functions” of the armed services. However, he said, the 
openness policy may have gone too far in certain ii^tances. 

I Van Cook said that until Februaiy of 1980, the Soviets were able to 

I purchase eveiy one of the 80,000 technical documents issued each 

^ by the Commerce Department's National Technical Information Serv- 

ice [NTISl. The nAS.B.*s subscription was canceled following the 
invasion of Afghanistan but the Soviets still have access to NTIS be- 
cause Soviet BIm nations may still subscribe. . ^ 

The **damage” standard' — that is, will public disclosure of mili- 

tary data **damage” national security? — allows for the declassification 
of militarily critical information that can make the Soviets more com- 
petent tedimcally and, therefore, strengthen their armed forces. Vw 
Cook said, for example, that, on its face^ the declassification of certain 
technical characteristics of the electronic components in an Ameri^n 
missile guidance system may not appear to d^ace national purity. 
But that data, in the hands of the Soviets, may en^le them to improve 
their own guidance q^tem. ' . ^ ^ 

Moreover, once the information about the X7JS. missile’s electronic 
components is declassified. Van Cook said, it becomes vulnerable to a 
Freedom of Information Act [FOIA] reouest, unless it can be shown 
to be exempt from the statute. All tM often an exemption to FOIA 
cannot be established and the data must Ira released. ^ 

Triggering the release of sudi militarily critical information has 
been a new ‘^ttage industry” that has sprmg up in respcMise to FOIA, 
Van Cmk said, pointing out that companies have been formed whose 
sole objective b to obtain technical information ftxnn the government 
through FOIA and then sell it in the ILS. and abroad. 

^ FOIA requests can be filed by anyone — ^whether or not an ^Vmerican 
citizen from the UJS. or from abroad — and th^ must be treated the 
sam& One FOIA request was received from a Norwegian "access pro- 
fesrional” who, at the time he sent it in, was on trial in Norway for 
espionage. 

^ Such requests were a source of concem^to Van Cook. Under ques- 
tioning ^m Senator Nmm, Van Cook said felons, incarcerated con- 
victs, spies wd CcHiimunist dictators are no different than law-abiding 
American citizens when it comes to FOIA requests. If they ask for 
an uncli^ified military document, the Defense Department is obliged 
to give it to them, unless it falls into one of nine exempt categories, 
none of which has anything to do with the integrily or nationality of 
the requestor. The following exchange occurred Iratweeii Senator Nunn 
and Van Cook: 

Senator Nunk. We are sayim? right now if Fidel Castro 
wrote in to the Department of Defense and said ho wanted 
200 items that were unclassified that yon would have to send 
them to him? 

' Vak Cook. That is correct, sir. 

Senator Nukw. Qaddafi in Idbya. Is that correct? 

Vur Cook. That is right. 

Senator Numr. The Ayatollah of Iranf 

Vak Cook. Tes, sir. 
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Vaw Cook. Yes, sir, I do. . ' 

premise that the compiSt 
prow^^VaJ another nation’s milLiy 

foiKtiDSLSyrt.f^ « ordered release of the index bccauS 

diauVKJl^ ‘ reasonable Mgregable portion of a record 

of 1 pSSSS1uch“^/SS'p^““‘^ such «conl rfUr d.l,«o„ 

^SiStSbnf ^OIA contSns nrexemption 

r^rdinif technical data. However, Van Cook said, FOIA does have 
a projimon saying^ that another statute preclu<&K rifeMHf SK 

wuld prohibit disclosure, fifttte pio^Lira 

to dreKSt®ir&”^”“^‘ 

^ “■ ^ "nenament to FOIA was drafted to clarify 

potter proj^ that emerged from the working group would have 

coSdSi^nnf®®®”;^*^ classify affkvS lower than 

toro a^iSLSi ^n* r“ which imght compromise this Nation’s mili- 
tai7 advantage. Van Cook said the proposal did not receive “broad 
exroutive branch support” and was ^pped. 



militar 

^ f “ ^<^i®TIS-lFoJd‘^“and Technical 

is&gned to give 
technology transfer prompt and compre- 
hensive mformation on the export of munitions and technology. 

DUCXUn- AND BRTEN STRESSED NEED TO ENLIST ASSISTANCE FROM ALLIES 

*5® Defense Department, Michael Lorenzo, 
SlS Si « ^“**^“*7 o/ Drfense for Research and Engineering, 

SSt Department’s program to maintain a 

infi™?f;£ ♦ * -I®®^*®- ®F. [MCTLf and other sources of 

mfd^T) ““W export control decisions. He 

2m.4l^ a traming program for Customs Service per- 

SwSs.” average of Customs in detaining illegal 

Stephen D. Bryen, Depufy 
MSi!Snlffk‘**5i®*' Economic, Trade and Sechrify 

America’s NATO aUies had made 
‘-A®*?®!^ without the participation of their 

Sie?2nnJi^« f*# ® • f ‘ “®IP‘ ^S*“ “d one or two 

other count nes, defense mmistnes abroad play little or no role in 

jSTulJtof^CoYrabu!’^"*"* »«/«••«, H ml, dm aeUoB 75-18e«. U.a 
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The Attorney General asked me to send you the attached 
draft of his speech on technology transfer, which he plans to 
deliver on Tuesday December 21 at the Commonwealth Club of San 
Francisco; 
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x" ■ Ap^oved Fc^ : ClA-RDPS^Ot^RO^ 

Exodus,!' to prevent the illegal exportation of strategid^^'^#^^ 
technology from the United State^. : " ’ t . ; . t rr.'^? ; it ‘ . ” 

Operation Exodus is being coordinated from a national . 

• ’ ' ^ . v- ■' . * ^ * * • ? 

. command center, located at Customs headquarters . in Washington. -' *' 

The command center is staffed with special agents and intelligence 
analysts who coordinate intelligence, inspection, and 
investigative activities both here and abroad. The fine work of 
the Customs Service has resulted in several significant 
prosecutions, and current investigations will result in additional 
prosecutions. We anticipate that the Commerce Department will 
continue to play an Important part in preventing the future 
diversion of strategic technology to the Soviets. For example, 
the Commerce Department recently increased the resources of its 
Compliance Division and opened new field offices here and in Los 
. Angeles. 


The Administration will also continue to urge the 
Congress to adopt amendments to the Freedom of Information Act 
that would exempt controlled technical data from disclosure. We 
• all place a high value on the openness of our society and 
encourage legitimate public access to government records. 
Nevertheless, it is incongruous to prohibit the export without a 
license of certain types of sensitive but unclassified information 
concerning high technology or D.S. weapons systems, and yet not be 

able to deny public release of this type of information in 

-•••** . • . ■ 

response to a Freedom of Information request. 

The FBI has a dual role in this area. As a member of 
the intelligence community, it develops Intelligence to support 
its own law enforcement efforts, as w?ll as those of the Customs 
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